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Abstract
Brain Fingerprinting (BFP) is an electroencephalogram-based system used to de-
tect knowledge, or absence of knowledge of a real-life incident (e.g., a crime) in 
a person's memory. With the help of BFP, a potential crime suspect can be clas-
sified as possessing crime-related information (Information-Present), not pos-
sessing crime-related information (Information-Absent), or Indeterminate (BFP 
unable to classify a subject). In the lab setting, we compare the ground-truth of a 
subject (i.e., real-life involvement in an incident) against their classification based 
on BFP testing. We report two studies: replication of BFP with university students 
(Study 1) and replication of BFP with parolees (Study 2). In Study 1, we tested 31 
subjects (24 females, seven males, mean age = 21.3) on either their own or another 
subject's real-life incident. BFP correctly classified nine Information-Present and 
18 Information-Absent subjects, but with one false positive and three exclusions. 
In Study 2, we tested 17 male parolees (mean age = 47.5) on their own or an-
other parolee's crime incident. BFP correctly classified two Information-Present 
and six Information-Absent subjects. However, there was also one false positive 
classification and three Indeterminates. Additionally, we identified three subjects 
who could not complete the BFP testing and two exclusions. We posit that BFP is 
not yet at a stage to be considered a robust and accurate crime-detection tool as 
claimed in former articles. Nevertheless, after addressing the limitations, BFP has 
considerable potential as an information detection tool in forensic investigations, 
especially for detecting idiosyncratic crime-relevant knowledge in a perpetrator, 
in addition to helping to confirm the accuracy of a suspect's claim of innocence.
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1   |   INTRODUCTION

The detection of deception, as well as wrongful convic-
tions, has been of keen interest to researchers and law 
enforcement agencies over several decades. Figures from 
the mid-20th century until recently show that hundreds 
of innocent people were convicted in West Germany 
during the 1950s and 1960s (Nose, 1981) and the United 
States (The National Registry of Exonerations,  2020). 
Such wrongfully convicted prisoners spent an aver-
age of 9 years in United States prisons before being ac-
quitted (Johnson,  2020). The Michigan Law Innocence 
Clinic  (2021) lists “Junk science” (“untested or un-
proven theories when presented as scientific fact” 
[Stevenson,  2010]) as one of the underlying causes of 
false convictions, along with problems with eyewitness 
testimony, wrongful confessions, state misconduct to 
push for convictions despite weak evidence, prosecuto-
rial misconduct in exercising the discretion to prosecute 
despite weak evidence, dishonest informants, and in-
adequate representation by counsel. They contend that 
many forensic methods have no scientific authentication 
and possess poor validity, which results in incorrect tes-
timonies by forensic experts leading to false convictions.

The urgency with which these topics have been pur-
sued has increased since September 11, 2001, and the sub-
sequent rise in terror attacks worldwide. This has led to 
the development of a broad range of instruments, tech-
nologies, and techniques which have been put forward in 
attempts to ascertain the presence, or absence, of guilty 
knowledge possessed by suspected criminals.

One such instrument is the Concealed Information 
Test (CIT), also known as the Guilty Knowledge Test. The 
CIT procedure presents a subject with facts pertaining to 
an event or crime, and physiological and behavioral mea-
sures (e.g., elevated autonomic nervous system response 
levels) are used to ascertain whether the subject recog-
nizes these facts (Lykken,  1959, 1960). The Concealed 
Information Test is considered a far more reliable method 
than the Control Question Test (i.e., the standard “poly-
graph”) by many in the scientific community (Ben-
Shakhar, 2012; Ben-Shakhar & Elaad, 2003; Gamer, 2011; 
MacLaren, 2001; Meijer et al., 2007; Verschuere et al., 2004, 
2011).

Current CIT research often incorporates event-related 
brain potentials (ERPs) (e.g., Farwell,  2012; Farwell & 
Donchin,  1991; Funicelli et al.,  2021; Rosenfeld,  2020; 
Rosenfeld et al., 1988), using an endogenous component 
of ERP known as the P300. Originally described by Sutton 
et al. (1965), the P300 is a positive brain potential with a 
maximum in the mid-line parietal region (Pz) from 300 
to 800 ms post-stimulus, occurring when familiar signif-
icant information is presented infrequently among more 

frequent nonmeaningful stimuli (Donchin et al.,  1986; 
Johnson,  1986). The items that are meaningful to the 
subject (e.g., autobiographical information; Berlad & 
Pratt,  1995; Gray et al.,  2004) elicit a P300 response, 
but they will not elicit a similar response in those with 
no knowledge of the event. When these items are pre-
sented among a series of irrelevant pieces of information 
in a criminal event setting, details of a crime committed 
should elicit a P300 only from subjects in possession of 
knowledge about that crime. Early research analyzing 
the P300 to detect concealed knowledge found “guilty” 
subjects who enacted a mock-crime later displayed P300 
to crime-relevant stimuli, whereas subjects who had not 
enacted the mock-crime produced no P300 to the crime-
relevant information (Farwell & Donchin, 1991; Rosenfeld 
et al., 1988).

One prominent method pioneered by Farwell and col-
leagues (Farwell & Donchin, 1991; Farwell & Smith, 2001) 
is known as “Brain Fingerprinting” (BFP). BFP is a foren-
sic brainwave analysis (FBA) system that utilizes “P300-
MERMER” ERP measures to determine whether or not 
someone recognizes information from a certain real-life 
incident. MERMER stands for memory and encoding re-
lated multifaceted electroencephalographic response and 
is late negative potential (LNP) that extends up to 1200–
1500 ms after presentation of the stimulus (Farwell, 2012; 
Farwell et al.,  2013, 2014; Farwell & Smith,  2001). It is 
worth noting that the initial BFP research by Farwell and 
Donchin (1991) analyzed the well-established P300 ERP 
component only (300–900 ms post-stimulus). However, 
the application of BFP to specific real-life situations often 
requires the use of stimuli consisting of long words, full 
names, or entire phrases, which take longer to read and 
process than shorter ERP stimuli, thus necessitating lon-
ger intervals between stimulus presentations, and a lon-
ger segment of brainwave response data recorded for each 
trial (Farwell,  2012; Farwell et al.,  2013, 2014; Farwell 
& Smith,  2001). These components, along with phasic 
changes which appear in the structure and frequency of 
the signal, are grouped together as a phenomenon Farwell 
refers to as P300-MERMER (Farwell, 2012).

BFP employs a version of the Concealed Information 
Test known as the classification CIT. Subjects are pre-
sented with three types of stimuli in BFP: probes (items 
of information that only a person intimately involved 
with the crime or incident in question would know (e.g., 
investigators, witnesses, and perpetrators), targets (in-
formation that the subject definitely knows, regardless 
of whether they were involved in the incident or crime), 
and irrelevants (information that has no relevance to the 
crime, and is not personally significant to the subject in 
any other way) (Farwell, 2012; Farwell & Donchin, 1991; 
Farwell & Smith, 2001). All subjects are familiarized with 
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target stimuli, which are made significant in the context 
of the test by experimental instructions. Probe items are 
expected to elicit a P300 in subjects with concealed knowl-
edge (Information-Present, or IP subjects), whereas, to 
“innocent” (Information-Absent, or IA) subjects, probe 
items will be indistinguishable from irrelevant items.

The resulting ERPs are compared using a double-
centered correlation method with 1000 iterations of boot-
strapping (Allen & Iacono,  1997; Farwell et al.,  2013; 
Farwell & Donchin, 1991; Farwell & Smith, 2001; Rosenfeld 
& Donchin, 2015; Wasserman & Bockenholt, 1989). This 
results in either Information-Present classification (IPC), 
Information-Absent classification (IAC), or Indeterminate 
classification. If there is at least 90% bootstrapping prob-
ability that the correlation between the average ERP 
responses to probes and targets is higher than the correla-
tion between the average ERP responses to probes and  
irrelevants, the subject is classified as IPC. In other words, 
probe and target stimuli are registered similarly and elicit 
corresponding ERP responses, meaning that the subject 
possesses the crime/incident-related information. If the 
bootstrapping probability is between 30% and 90%, BFP 
is considered unable to determine if a subject is IPC or 
IAC, and the BFP determination is called Indeterminate. 
If there is a 30% or lower bootstrapping probability that 
the correlation between the average ERP responses to 
probes and targets is higher than the correlation between 
the average ERP responses to probes and irrelevants, the 
subject is classified as IAC. That is, there is at least a 70% 
bootstrapping probability that the correlation between the 
average ERP responses to probe and irrelevants is higher 
than the correlation between the average ERP responses to 
probes and targets. In IAC classification, probe and irrele-
vant stimuli elicit similar ERP responses (Farwell, 2009, 
2012; Farwell & Donchin, 1991; Farwell & Smith, 2001).

BFP analysis has reportedly produced no false positives 
and no false negatives, in differentiating knowledgeable 
(IP) from naïve (IA) subjects in all published studies to 
date (Farwell et al., 2013, 2014; Farwell & Donchin, 1991; 
Farwell & Smith, 2001). In an early study, 20 subjects took 
part in one of two fake espionage incidents, and were then 
tested on both incidents. There were no false positive or 
false negative determinations based on the ERP analyses, 
although five of the 40 tests resulted in Indeterminate 
classifications. The second study was conducted on real-
life minor crimes or transgressions (e.g., arrested due 
to underage drinking) of four individuals (Farwell & 
Donchin, 1991). Each subject was tested on their own crime 
incident using the BFP system and one other incident. All 
IP subjects were correctly determined as IPC, although 
one IA subject resulted in an Indeterminate classification. 
In another study, six subjects were tested on real-life in-
cidents using P300-MERMER (Farwell & Smith,  2001).  

Three were correctly determined as IPC and the other 
three were correctly determined as IAC; all with 90% or 
higher bootstrapping probability.

More recently, Farwell et al.  (2013) conducted two 
studies on felony crimes of subjects conducted in a way 
that did not have any judicial consequences for them 
(study 1) and on subjects who were suspects in criminal 
investigations or convicted criminals who were claiming 
innocence, with some facing life-imprisonment or the 
death penalty (study 2). The stimuli of study 2 were pro-
duced using witness and accomplice interviews, crime-
scene inspection, and the use of police and court records. 
In study 1, three IA and 17 IP subjects were tested, with all 
being correctly determined. Fourteen subjects were tested 
in study 2, with nine being IP and five IA. The IP sub-
jects were offered US$100,000 if they could get the BFP 
system to produce a false negative result (i.e., an incorrect 
IAC) (Farwell et al.,  2013). These subjects were encour-
aged to use countermeasures similar to those investigated 
by Rosenfeld et al. (2004) and Mertens and Allen (2008) 
such as covertly wiggling the big toe in the right or left 
shoe, or imagining being slapped in the face by the exper-
imenter. Regardless of these countermeasures, all subjects 
were correctly classified according to their ground-truth. 
Countermeasures were found to be ineffective, despite the 
large incentive to foil the system.

Despite being publicized as a highly accurate fo-
rensic brainwave analysis technology by Farwell, BFP 
has not yet gained wide acceptance as a forensic tool. 
Notwithstanding, Farwell (2009) reported use of the BFP 
in the Iowa District Court in which BFP showed that 
the convicted criminal Terry Harrington was IAC for the 
crime incident and IPC for his alibi incident, Harrington 
vs. State, 659 N.W.2d 509 (Iowa, 2003, as cited in Farwell 
& Makeig, 2019). Nevertheless, the Court upheld the con-
viction and did not change the ruling based on BFP. It was 
the Appeal Court that later acquitted Harrington based on 
evidence other than Farwell's findings. In addition, James 
B. Grinder pled guilty to rape and murder after BFP testing 
implicated him as the perpetrator (Farwell, 2012; Farwell 
et al., 2013; Moenssens, 2001). Brain Fingerprinting anal-
ysis can focus solely on the P300 element (300–900 ms 
following stimulus presentation), but Farwell and col-
leagues assert that analyzing the full P300-MERMER 
epoch (300–1800 ms post-stimulus) gives higher accuracy, 
higher bootstrapping probability, and lower incidence of 
Indeterminate classifications in ERP-based knowledge 
detection (Farwell,  2012; Farwell et al.,  2013). Although 
some researchers debate the value of the P300-MERMER 
(Rosenfeld, 2005), Farwell's claims appear to be supported 
by the fact that previous BFP studies taking the entire 
MERMER into account have produced zero determination 
errors and zero Indeterminates (Farwell et al., 2013, 2014;  
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Farwell & Smith,  2001), whereas early studies focusing 
solely on the P300, while still reporting 100% accuracy, re-
sulted in a small proportion of Indeterminates (Farwell & 
Donchin,  1991). Recent field studies comparing the two 
types of analysis found that both the P300 alone and P300-
MERMER analyses were 100% accurate in their determi-
nations (Farwell et al., 2013).

Brain Fingerprinting has been the subject of robust de-
bate in the scientific community (Farwell, 2011; Farwell 
et al., 2014; Farwell & Richardson, 2013; Meijer et al., 2013; 
Rosenfeld, 2005; Rosenfeld et al., 2004, 2008). Many criti-
cisms center around a lack of independent review or val-
idation of the Brain Fingerprinting technique currently 
in the literature (e.g., Harrington vs. State, Iowa, 2003, as 
cited in Farwell & Makeig, 2019; Rosenfeld, 2005; Satel & 
Lilienfeld, 2013), and argue that claims made by Farwell 
and colleagues overstate its accuracy (Meijer et al., 2013; 
Rosenfeld,  2005; Rosenfeld et al.,  2004, 2008; Satel & 
Lilienfeld,  2013). Some researchers, endeavoring to rep-
licate BFP protocols, have found much lower accuracy 
with their methods (e.g., Bergström et al., 2013; Rosenfeld 
et al.,  2004, 2007) than reported by BFP researchers. In 
addition, further studies (Bergström et al., 2013; Funicelli 
et al., 2021; klein Selle et al., 2021; Rosenfeld et al., 2004) 
determined that P300-based information detection tech-
niques, such as BFP and Complex Trial Protocol (another 
P300-based forensic brainwave analysis system used by 
Rosenfeld et al., 2004) could be susceptible to behavioral 
as well as cognitive countermeasures and to misleading 
information. However, proponents of BFP have dismissed 
these findings on the basis that the procedures and data 
analysis used in these studies deviated substantially from 
those used in BFP research (Farwell et al., 2013; Farwell & 
Richardson, 2013). Farwell et al. (2013) set out 20 scien-
tific standards (20SS hereafter—see Appendix A) which 
stipulate necessary guidelines to be followed in order 
for any replication to be an accurate interpretation of 
Brain Fingerprinting protocols, asserting that any pro-
tocol which meaningfully deviates from these standards 
does not constitute ‘Brain Fingerprinting’. Since these 
standards were not followed by Bergström et al.  (2013), 
their findings cannot be generalized to BFP according to 
Farwell et al. (2013).

Alongside this controversy, it is crucial to note that 
nearly all published articles on BFP to date have not been 
independent of Farwell (the inventor and main stakeholder 
of BFP). The only exception is Allen and Iacono (1997) that 
applied BFP's mathematical algorithm to data from one of 
their own studies (Allen et al., 1992) to compare the accu-
racy of BFP's algorithm to that of their Bayesian-based al-
gorithm. They reported a very high classification accuracy 
for both the BFP algorithm and for their own algorithm. 
On the other hand, the Complex Trial Protocol has been 

independently tested on multiple occasions (Funicelli 
et al., 2021; Lukács et al., 2016). Moreover, the majority of 
previous BFP studies have not recruited convicted crimi-
nals as their study subjects except for the testing of some 
suspects and criminals by Farwell et al. (2013). The nature 
of the examined crimes and the exact number of subjects 
in each sub-condition (being a suspect, a convict claiming 
innocence, facing life-imprisonment, or death penalty) 
was, however, not reported by (Farwell et al., 2013).

The present project aimed to address major points of 
controversy around BFP in two ways. First, we wished to 
provide an independent assessment of the efficacy of BFP 
testing protocols, as none of the research team members 
have any association with Farwell apart from their formal 
training to ensure close adherence to the BFP scientific 
standards. Second, we wished to replicate the BFP testing 
protocol on university students (Study 1) as well as con-
victed criminals (Study 2). In Study 1, we tested students 
on their own or other students' life incidents. In Study 2, 
we tested criminals on their own or other criminals' con-
fessed crime incidents. It was deemed appropriate to re-
cruit criminals who had already faced the consequences 
of their crimes, so that the findings could not affect them 
in any way. If BFP is as reliable and accurate as claimed 
by Farwell and colleagues, BFP testing would accurately 
classify all IP subjects as Information-Present (IPC) and 
all IA subjects as Information-Absent (IAC), with no false 
positives, and no false negatives in both Studies 1 and 2.

2   |   METHOD

2.1  |  Participants

Study 1 participants were 31 University of Canterbury stu-
dents, aged between 18 and 29 years (M = 21.3), compris-
ing 24 females and seven males. Study 2 had 17 male adult 
ex-prisoners from the Salisbury Street Foundation half-
way house in Christchurch, New Zealand. They were aged 
27–75 years (M = 47.5) and were all convicted criminals 
on parole from Christchurch Men's Prison for separate se-
rious crimes including homicide, robbery, arson, assault, 
and sexual offenses. No exclusion criteria were applied 
for either study, although Study 2 subjects were required 
to have a minimum standard of reading comprehension, 
and be confined to, residents of, or had linkage to the half-
way house. A University of Canterbury staff member with 
connections to the half-way house was appointed to help 
with identifying, recruiting, and escorting the subjects of 
Study 2.

All subjects volunteered to participate. They were 
given an information sheet several days prior to testing, 
and those who agreed to take part in this study signed 
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consent to participate in the study. Study 1 subjects re-
ceived a NZ$60 voucher and Study 2 subjects received a 
NZ$100 voucher as gratuity. Both studies were approved 
by the Human Ethics Committee of the University of 
Canterbury (HEC 2019/63 and HEC 2019/152).

2.2  |  Material and apparatus

The BFP hardware and software, for data acquisition and 
analysis, were leased from Brain Fingerprinting, LLC 
(Seattle). Separate Cognionics (San Diego) software was 
used to measure electrode impedances on the Cognionics 
EEG-headset.

The tester ran the experiment from a screen on a 
Windows PC and the subject sat 60 cm in front of a sep-
arate screen, on which all experimental instructions and 
stimuli were presented. The ERP data were collected 
using a wireless, custom-made, dry-electrode EEG headset 
that recorded mid-line scalp locations (frontal = Fz, cen-
tral = Cz, and parietal = Pz, International 10–20 System). 
Electrooculogram (EOG) signals were collected from Fp1 
and Fp2 to detect eye-blink artifacts. Linked mastoid elec-
trodes were used as the signal reference. The right- and 
left-hand buttons on an Xbox controller were used to ob-
tain behavioral responses.

2.3  |  Design

The ground-truth status (IP vs. IA) was the between-
subjects independent variable and the stimulus type 
(probe vs. target and irrelevant) was the within-subjects 
independent variable. The ERP response leading to a BFP 
classification (IPC, IAC, and Indeterminate) was the de-
pendent variable.

Study 1 subjects were divided into three groups. One 
group was assigned to each BFP tester (four subjects in 
Test Group A, 16 in Test Group B, and 10 in Test Group 
C). Uneven numbers were a product of tester availabil-
ity. Subjects were interviewed about a memorable event 
involving themselves and no other subject in their test 
group. Nine of these events were chosen at random and 
a BFP test formed for each selected incident (one incident 
for Test Group A, five incidents for Test Group B, and three 
for Test Group C).

Study 2 subjects were also divided into three groups. 
One group was assigned to each BFP tester (six subjects in 
Test Group A, six in Test Group B, and five in Test Group 
C). All subjects were interviewed on one of their confessed 
crimes, selected using their criminal records that involved 
no other subject within their test group. The stories told by 
these subjects were corroborated with their corresponding 

police files to ensure accuracy. Initially, three of these in-
cidents, Flatmate Assault, Revenge, and Robbery, were ran-
domly chosen and a BFP test was formed for each of them. 
Later, two more tests were added: The Armor Guard Heist 
incident replaced Revenge. The reason being that the IP 
subject of the Revenge incident failed to attend the exper-
iment. Since other subjects of this incident had not been 
tested at that stage, we replaced it with the Armor Guard 
Heist incident. The second added test was Stolen Dog inci-
dent. It was used to re-test one of the subjects (details in 
Results).

To ensure tester blindness, subjects were interviewed 
and the BFP test stimuli were formulated for each inci-
dent only by testers who would not go on to administer the 
BFP test to the subject in question, and by the study co-
ordinator. For each incident, one subject with the knowl-
edge of the event in question (IP) was tested, and either 
two or three (Study 1) or four or five (Study 2) subjects 
with no knowledge of the event (IA) were tested. The sole 
role of the coordinator was to oversee the study, recruit 
study subjects, oversee stimuli development, and most 
importantly, ensure that the 20SS were adhered to by the 
testers. The BFP testers and the study coordinator had 
been trained and certified by Dr Farwell and followed the 
BFP testing manual and 20SS to ensure consistency and 
robustness of the testing procedure.

2.4  |  Stimuli

Subjects were interviewed by two trained BFP testers, and 
the project coordinator. To ensure tester blindness, the 
specific BFP tester assigned to test any given subject was 
not permitted to be present during that participant's in-
terview. During the interview session, participants were 
prompted to recount a “memorable event” from their 
lives with what, when, where, who, and how questions. 
Subjects recounted a wide variety of different events. 
Some of these events involved criminal wrongdoing, 
while others did not. Subjects were assured that all re-
counted events would be anonymized and that they would 
face no legal consequences for criminal activity disclosed 
to interviewers. They were also advised that, if they chose 
to disclose an event involving serious criminal behavior, 
they should choose a crime for which legal repercussions 
had already been faced, to avoid a conflict of interest for 
interviewers in keeping their stories confidential. Events 
that were randomly selected for incorporation into BFP 
tests included situations where subjects were involved 
in a serious car accident, or other near-death experience, 
witnessed an alarming incident of a building engulfed in 
flames, watched the disappearance of a beloved pet sucked 
into a whirlpool, encountered a man passing away from a 
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heart attack, and being arrested for assault and property 
destruction due to a drug-induced psychosis.

20SS (Farwell et al., 2013) comprise Farwell's specifi-
cations on ensuring effective BFP stimuli formation. BFP 
tests comprised six probes, six targets, and 24 irrelevants, 
consistent with the recommended minimum number of 
each (3, 3, and 6, respectively).

For each incident in both studies, a set of BFP stimuli 
was formed. Probe and target items were selected from 
information gathered during the BFP interviews. Selected 
probe items were pieces of information that would only 
be recognized as significant to the incident in question by 
someone who had intimate knowledge of the incident (i.e., 
was present at the time). Target items were also significant 
pieces of information about the incident in question, and 
all subjects were familiarized with these targets during the 
administration of BFP testing instructions, so that targets 
ultimately would be recognized as significant to the inci-
dent under investigation by all subjects. Irrelevant items 
were inconsequential pieces of information that had no 
relevance to the incident under investigation but were de-
signed to be indistinguishable from probes to any person 
without intimate knowledge of the incident (see Tables 1 
and 2 for examples from both studies).

All subjects, whether IA or IP, were expected to rec-
ognize targets as significant. We also expected that IA 
subjects would not recognize probes or irrelevants as sig-
nificant, and that their ERP responses to probes would 
more closely resemble ERP responses to irrelevants  

(i.e., no P300-MERMER) than responses to targets, result-
ing in a BFP determination of Information-Absent (IAC).

IP subjects were expected to recognize targets and 
probes as significant, due to their familiarity with the inci-
dent under investigation. If Farwell's findings generalized 
to the present paradigm, it was expected that IP subject 
responses to probes would more strongly correlate with 
their responses to targets (i.e., P300-MERMER) than re-
sponses to irrelevants, resulting in a BFP determination of 
Information-Present (IPC).

The incidents used in BFP testing tend to be quite id-
iosyncratic and subjective to subjects' experiences. That is, 
an incident being tested for one group of participants (one 
IP and several IAs) in a study will usually be very different 
from another incident in the same study. This could cre-
ate questions of inconsistency between incidents from a 
scientific methodological point of view. Because we were 
testing multiple incidents in each study, we could not test 
all subjects on one incident. However, we did ensure that 
the stimuli were developed in a systematic and objective 
manner. These following measures were taken to ensure 
this consistency:

1.	 The stimuli were developed by two testers and were 
peer-reviewed by the study coordinator to ensure con-
sistency and objectivity.

2.	 The irrelevant items for the human names were formu-
lated based on a database that lists names and surnames 
in terms of popularity. For instance, if a name narrated 

T A B L E  1   Example of stimuli for study 1

Probe/Target Original stimulus Description Irrelevant 1 Irrelevant 2

Probe Namea A friend who was present during the 
incident

Sapphire 
McCarthy

Jenelle 
Fitzpatrick

Target Namea A friend who was present during the 
incident

Jazlyn Ryan Clarissa 
Wheeler

Probe Namea A person who was present during the 
incident

Leo Sutton Jackson 
Newman

Target Namea Stepfather who was called on the phone after 
the incident

Kaine Glen

Probe Namea A parent who helped retrieve the vehicle Troy Saul

Target Namea A person who helped retrieve the vehicle Victor Spears Gavin Barr

Probe Rakaia River Where the group spent time before the 
incident

Waipara valley Papanui shops

Target Isuzu MU The type of vehicle involved Subaru Legacy Land Cruiser

Probe Inexperienced driver A factor which contributed to the incident 
happening

Brake failure Careless 
pedestrian

Target Swimming An activity the group did before the incident Climbing Shopping

Probe Fence Something the vehicle collided with Sheep Barn

Target Southbridge Where the group traveled from Lincoln Amberley
aSix names of real people provided by subjects have been redacted to ensure confidentiality.
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by a subject was Martin Jackson, the database shows 
popularity ranks of 190 and 13, respectively. A suit-
able irrelevant for this would be Johnny Anderson—
ranked 184 and 11, respectively, with a similar number 
of syllables.

3.	 We ensured a similar consistency for names of vehicles 
and places.

2.5  |  Procedure

The interviews and BFP testing were carried out on the 
campus of the University of Canterbury in Christchurch. 
Study 1 subjects made their way to the testing location 
themselves. Study 2 subjects in residence at the half-way 
house were escorted to the campus by the half-way house 
staff members, and subjects based in the community 
made their own way to the University for testing by ap-
pointment. The testing took place at a designated testing 
space at the University.

The BFP tests were carried out within 5 to 30 days fol-
lowing subject interviews and the structure and content 
of the BFP tests complied with the guidelines stipulated 
in Farwell's 20SS. Key elements of this testing design 
included:

1.	 Each BFP test comprised two stimulus sets: Set 1 
and Set 2.

2.	 Each BFP test contained six unique probes, six unique 
targets, and 24 unique irrelevants. Of these, three 
probes, three targets, and 12 irrelevants were assigned 

to each of stimulus Sets 1 and 2 (see Tables 1 and 2 for 
examples).

3.	 Each unique probe, target, and irrelevant stimulus was 
presented a minimum of 20 times for each BFP test. 
This amounted to a minimum of 720 trials, comprising 
120 probe trials, 120 target trials, and 480 irrelevant tri-
als. Additional trials were automatically added by the 
BFP software to compensate for any trials rejected due 
to artifacts (usually due to eye-blinking or extraneous 
movement by the subject).

4.	 Each BFP test comprised 10 blocks of trials in Study 1 
and 16 blocks in Study 2, each block containing a mini-
mum of 72 trials. All blocks presented stimulus Sets 1 
and 2 in an alternating sequence. Trial blocks displayed 
each of the unique probes, targets, and irrelevants in 
the relevant stimulus set a minimum of four times.

Prior to administration of the test, each subject was met 
by one of the testers who had previously interviewed them. 
IA subjects were shown a list of the targets which would 
later appear on-screen in their BFP test and were instructed 
to familiarize themselves with the target items. IP subjects 
were shown a list of the target and probe items, which they 
already knew. Subjects were instructed to review all items on 
the list they were shown, and confirm that they would rec-
ognize these items later. This information confirmation pro-
cedure was added to counteract the possibility of any subject 
lying, embellishing the truth, or guessing when questioned 
about details they did not honestly remember from the 
event recounted in their interview. Following this, they also 
participated in a practice BFP test without ERP data being 

T A B L E  2   Example of stimuli for study 2

Probe/Target Original stimulus Description Irrelevant 1 Irrelevant 2

Probe Namea Name of the subject's sister Marlene Gonzales Tanya Lacrosse

Target England Street Road in which the subject lived at the time Jackson Drive Hillside Avenue

Probe Namea Name of the subject's girlfriend Tilly Wilson Mary Elwood

Target Petrol Station The type of place the subject planned to rob Supermarket Estate Agency

Probe Army The organization that offered the subject's 
sister a job

Navy Air Force

Target Park The place where the robbery incident 
happened

Café Bank

Probe Kitchen knife The weapon used by the subject's sister Claw hammer Pepper spray

Target Handbag The main item stolen in the robbery incident Briefcase Money box

Probe Hit with fists How the subject assaulted a robbery victim Shot with gun Struck with bat

Target Vomited A physical reaction the subject's sister had 
after the robbery

Fainted Cried

Probe Wallet The stolen item the subject put in his pocket Wristwatch Necklace

Target Marian College The school grounds through which the 
subject ran after robbery

Buxton High Stanton Primary

aTwo names of real people provided by subjects have been redacted to ensure confidentiality.
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collected to familiarize them with the experimental proce-
dure. They were instructed to recognize the target stimuli 
and press the left-hand button on the Xbox controller; and 
to press the right-hand button for any other stimuli (either 
probe or irrelevant).

In a field setting, investigators would be able to inde-
pendently verify the details of an event or crime, using 
police evidence, independent witness testimony, or other 
methods. These methods were not viable in the context 
of this study, so the information confirmation procedure 
was employed to ensure that, even if a subject had falsely 
recounted any detail of the event under investigation, 
the details which were incorporated into the BFP stimuli 
would be familiar to them, and significant within the con-
text of the BFP test.

2.5.1  |  Brain Fingerprinting test

Experimental instructions ensured that all subjects were 
familiarized with target items and understood their sig-
nificance in the context of the incident under investiga-
tion. Subjects were informed that they would be required 
to recognize target items during the test. Subjects held an 
Xbox controller and were instructed to press a left-hand 
button in response to all target items once the test com-
menced. The significance of the probes in the context of 
the incident under investigation was also explained. Probe 
item descriptions were shown, followed by the probe 
and corresponding two irrelevants, in a random order 
(e.g., “The support service that arrived first: NZ Police, 
Community Patrol, Fire Brigade”). As probe items were 
not identified to subjects, only subjects with prior knowl-
edge of the event would understand which of the three 
items displayed was relevant. All irrelevant items that 
would appear during the BFP test were briefly shown in 
a list, and subjects were instructed to identify if any of the 
items were significant to them for a reason unrelated to 
the incident under investigation. Any items identified as 
personally significant to the subject for an unrelated rea-
son were removed and replaced with an alternate irrel-
evant item. Subjects were instructed to read and respond 
to each stimulus during the BFP test with a button press, 
using the left-hand button on the response controller to 
target items (described in experimental instructions as 
“items relevant to the situation under investigation”), and 
the right-hand button to all other stimuli. The behavioral 
response task (button pushing) had no bearing on ERP re-
cording or BFP analysis but was implemented to ensure 
that subjects were paying attention to, and understood the 
stimuli displayed on-screen. BFP testing commenced once 
all experimental instructions were administered and un-
derstood by the subject.

Each block of the BFP test lasted 3–5  min and com-
prised targets, probes, and irrelevants, presented one at a 
time, randomly ordered, in white font at the center of a blue 
computer screen. Blocks contained a minimum of 72 trials, 
1/6 of which were target trials, 1/6 probe trials, and 4/6 
irrelevant trials. One stimulus set was displayed per block; 
stimulus Sets 1 and 2 alternated between blocks (i.e., Block 
1 = Set 1, Block 2 = Set 2, Block 3 = Set 1, Block 4 = Set 2, 
Block 5 = Set 1 … etc.). Prior to each block, the relevance 
of the target items, and potential relevance of probe items 
(which should only be recognizable to IP subjects) in the 
upcoming block was signaled by the following instructions 
viewed and read aloud by the subjects: “Here are the items 
you will see in this test that are related to the investigated 
situation. Push the left-hand button for the items that were 
on the short list of things you know about the situation, 
and the right-hand button for anything else”. At this stage, 
a list of three item descriptions for targets and three item 
descriptions for probes was presented to the subjects. The 
short list in the instructions refers to the list of targets intro-
duced to the subjects during the initial instructions. These 
descriptions were not accompanied by corresponding tar-
get, probe, or irrelevant items. For example, “In this test 
you will see: The part of the car that was damaged in the 
incident, The road on which the incident occurred, The 
model of the car involved in the incident …”, etc.

Each stimulus was preceded by a fixation cross (X) dis-
played in the center of the screen for 1000 ms, followed by 
the stimulus (target, irrelevant, or probe item) displayed for 
300 ms, followed by a blank screen for 1700 ms preceding 
the next fixation cross (signaling the start of a new trial). 
Subjects were instructed to sit still and quietly, and to blink 
only at the appearance of the “X”, keeping their eyes open 
at all other times as much as possible during each block.

Any trial disrupted by extraneous artifact due to eye 
movement or muscle activity (amplitude >400 μV in the 
Fp1 channel) was rejected. Additional trials were added 
until artifact-free trials in the block totaled at least 12 
probe trials, 12 target trials, and 48 irrelevant trials, at 
which point the block was complete. In total, over the 10 
blocks in Study 1 and the 16 blocks in Study 2, a mini-
mum of 120 target trials, 120 probe trials, and 480 irrele-
vant trials were collected. Data were digitized at 100 Hz. 
Electrode-scalp impedances were confirmed less than 10 
kΩ at the beginning of testing and were rechecked during 
the test if necessary. Data were stored on disk for offline 
analysis.

2.5.2  |  Data analysis

EEG data from the mid-line parietal (Pz) electrode, and 
the EOG signals, were amplified, analog low-pass filtered 
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      |  9 of 21AFZALI et al.

at 30 Hz, digitally low-pass filtered at 6 Hz (3 dB cutoff), 
and trials with an EOG range greater than 200 μV and/
or an EEG range greater than 150 μV were excluded from 
analysis. The analysis epoch was defined as 300–1500 ms 
from stimulus onset.

The BFP software does not provide information on 
baseline correction, eye-movement correction, correction 
for amplifier drift, flatlining, etc., nor pre-stimulus ac-
tivity. The analysis report produces an html file that de-
scribes the number of blocks, data on behavioral accuracy, 
and BFP determination, and displays an ERP graph. As 
this project was an independent, yet direct, replication 
of Farwell's BFP technology, we deemed it inappropriate 
to analyze and report aspects that could not be obtained 
from the BFP software.

Analysis aimed to ascertain whether ERP responses 
to probes correlated more with target responses (large 
P300-MERMER amplitude) or irrelevant responses (lack-
ing a large P300-MERMER). A bootstrapping procedure 
(Farwell et al.,  2013, 2014; Farwell & Donchin,  1991; 
Wasserman & Bockenholt,  1989) and double-centered 
correlation were employed to determine whether probe 
ERP responses were more similar to target responses 
(classification: IPC) or irrelevant ERP responses (classi-
fication: IAC) and compute a bootstrap probability for 
this classification. For each subject's data set, P probe 
responses, T target responses, and I irrelevants were ran-
domly sub-sampled, where P equals the number of probe 
trials in the data set, T equals the number of target tri-
als in the data set, and I equals the number of irrelevant 
trials in the data set. The time-series correlation between 
the response curves for probes and targets was compared 
to the correlation between the response curves for probes 
and irrelevants. This procedure was repeated 1000 times 
for each subject, and the number of times the probe-
target correlation was greater than the probe-irrelevant 
correlation was converted to a percentage. This percent-
age (Prob) was interpreted as the bootstrap probability 
that the subject possessed concealed knowledge about the 
event they were tested on (Information-Present). (100% – 
Prob) was interpreted as the bootstrap probability that the 
subject did not possess concealed knowledge about the 
event under investigation (Information-Absent) (Farwell 
et al., 2013, 2014; Farwell & Donchin, 1991). An a priori 
cutoff of 90% was set for an Information-Present classi-
fication, and a cutoff of 70% in the other direction (i.e., 
100%—Pros was set for a classification of Information- 
Absent. For example, a subject with Prob  =  97% would 
be classified as Information-Present (IPC) with a bootstrap 
probability of 97%. A subject with Prob = 14% would be 
classified as Information-Absent (IAC) with a bootstrap 
probability of 86%. Subjects falling outside of either  
cutoff criterion would be classified as Indeterminate 

(Farwell & Donchin,  1991). The BFP software, unfortu-
nately, does not provide any more descriptive data on the 
nature of the bootstrapping procedure except that men-
tioned in Farwell's published articles (described above).

The overt behavioral aspect of data acquisition (i.e., 
pressing a button on the Xbox controller) ensured that 
subjects were paying attention to, and understood, the 
stimuli by pressing the appropriate button. We refer to 
this as behavioral accuracy and the frequency of correct 
behavioral response (i.e., pressing the left button for tar-
gets and the right button for probes and irrelevants) is 
converted to a percentage score that the BFP software 
calculates for each block, and also as an average of all 
blocks for a subject. This behavioral accuracy is implicit 
in the 20SS, but has not been reported in published BFP 
articles. We set an a priori criterion of ≥80% behavioral 
accuracy for each block for target and irrelevant stim-
uli, considering that sometimes a wrong button might 
be pressed mistakenly. We rejected blocks if behavioral 
accuracy was less than 80% and excluded subjects if their 
overall behavioral accuracy was below 80%. However, 
the 80% rule was not imposed on probes because al-
though IA subjects would press the correct button (the 
right-hand button) for probes, it is possible that an IP 
subject may confuse probes with targets due to their 
own prior knowledge (because of participation in the 
incident) and press the left-hand button. To prevent tes-
ter bias, these accuracies were explored by the project 
coordinator after the testing was completed, so that the 
probe accuracy would not inform the tester about the 
ground-truth status of a subject. If any blocks were sup-
posed to be rejected at this stage, then new blocks would 
be recorded under the coordinator's direct supervision to 
prevent tester bias.

3   |   RESULTS

In both studies, some subjects were excluded for various 
reasons as follows.

3.1  |  Exclusions

Three subjects never started the test. Of these, two were 
scheduled for Study 1 (L08 and L12) and one for Study 
2 (C17). Two other subjects (L04 in Study 1 and C04 in 
Study 2) had started the experiment, but did not continue 
to the end, which prevented recording a sufficient number 
of trials (100 trials required for each stimulus type, probe, 
target, and irrelevant according to 20SS). Thus, these two 
incomplete data sets could not be analyzed and were 
excluded.
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Three others in Study 2 withdrew due to uncontrol-
lable excessive eye-blinking leading to eye-fatigue at the 
time of testing (C05, C06, and C12). C12 was the IP subject 
of the Robbery incident and the other two were IAs of the 
Flatmate Assault incident. Excessive eye-blinking resulted 
in large numbers of trials being rejected and blocks taking 
more than 10 min, resulting in eye-fatigue just after 2–3 
blocks.

The remaining subjects (n = 28 in Study 1 and n = 12 
in Study 2) satisfactorily completed the BFP testing and 
their BFP findings are detailed below after a brief discus-
sion of their behavioral accuracy.

3.2  |  BFP findings

Individual data for all subjects were analyzed utilizing the 
classification CIT bootstrapping procedure.

3.2.1  |  Study 1

Of the 28 remaining subjects in Study 1, all nine IP were 
correctly classified as IPC, with a mean bootstrap prob-
ability of 99.9%, and 18 IA subjects were correctly classi-
fied as IAC, with a mean bootstrap probability (correct IAC 
classifications) of 98.2% (Table 3 and Figures 1 and 2 for 
example ERPs). However, one IA subject (L28) was mis-
classified as IPC, with a bootstrapping probability of 95.3% 
(Table 3 and Figure 3).

Thus, 27 out of 28 classifications were correct (accuracy 
of 96.4%), and consistent with ground-truth (i.e., whether 
the subject possessed concealed knowledge about the in-
cident they were tested on, or not), with one false posi-
tive, zero false negatives, zero Indeterminates, and a mean 
bootstrap probability for correct determinations of 98.8%.

3.2.2  |  Study 2

Of the 12 remaining subjects in Study 2, both IP subjects 
were correctly classified as IPC, with a mean bootstrapping 
probability of 98.8%, and six of 10 IA subjects were cor-
rectly classified as IAC, with a mean bootstrapping prob-
ability of 99.4%. One IA subject (C11) was misclassified as 
IPC, with a bootstrapping probability of 93.5%, and three 
IA subjects (C10, C15, and C16) were Indeterminates (see 
Table 4 and Figures 4–15 for ERPs).

Thus, eight out of 12 classifications were correct (ac-
curacy of 91.7% discounting Indeterminates), and con-
sistent with ground-truth, with one false positive, three 
Indeterminates and no false negatives, with a mean boot-
strap probability for correct determinations of 99.3%.

3.2.3  |  Further analysis of C11

As IA subject C11 in Study 2 was incorrectly classified as 
IPC for the Armor Guard Heist incident, we decided, with 
his willing consent, to investigate him further. He was re-
tested on the Robbery incident for which he was also IA 
and for which he was again incorrectly determined as IPC. 
We subsequently tested him on his own crime incident: 
the Stolen Dog. Although now IP, he was classified by 
BFP as Indeterminate. See Table 5 for further details and 
Figures 16 and 17 for his ERPs for the IA and IP incidents.

3.2.4  |  Behavioral accuracy

All subjects in both studies met the behavioral accuracy 
criteria: each individual block met the accuracy crite-
rion such that accuracies of target and irrelevant stimuli 
were above 80%. We compared the behavioral accuracy of 
eight correctly classified subjects of Study 2 with the four 
classified otherwise (three Indeterminates and one false 
positive). The median behavioral accuracy of the correctly 
classified group (Med = 94.6%) was seemingly higher than 
those classified otherwise (Med  =  80.3%). However, the 
Mann–Whitney U test showed that these differences were 
not significant, U = 8.00, p = .214. We also obtained the 
ratio of discarded trials due to artifacts and compared these 
two groups. The “otherwise classified” group had a signifi-
cantly smaller median for analyzed trials (Med = 67.5%) 
than the correctly classified group (Med = 90.8%). These 
differences were significant, U = 2.00, p = .016, showing 
that the otherwise classified subjects had a larger ratio of 
discarded trials than the correctly classified group.

4   |   DISCUSSION

These two studies are the first independent replication 
evaluations of Brain Fingerprinting. Brain Fingerprinting 
was used to determine the presence or absence of con-
cealed knowledge in 28 student subjects in Study 1 and in 
12 parolees in Study 2. This is also the first project to have 
tested convicted criminals on their own crime incidents, 
rather than suspects or convicted criminals claiming in-
nocence (e.g., Farwell et al., 2013), using a forensic brain-
wave analysis tool.

We have demonstrated that Brain Fingerprinting test-
ing is independently reproducible with high accuracy 
in a non-field context. However, our findings do not 
corroborate the claims of 100% accuracy made by BFP 
proponents. We found that two IA subjects (possess-
ing no knowledge of the incident on which they were 
tested) were erroneously determined IPC (classified as 
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      |  11 of 21AFZALI et al.

possessing knowledge of the incident), one in Study 1 
and one in Study 2. Both subjects were cooperative, had 
high behavioral accuracies (i.e., were appropriately con-
centrating and correctly performing behavioral recog-
nition of the probe, target, and irrelevant stimuli), and 
met all 20SS. Furthermore, the same misclassification 
was repeated when one of these subjects (C11), still as 
an IA, was tested on a second crime incident. Further 
enquiries confirmed that neither subject had been aware 
of these incidents. These findings are inconsistent with 

previous BFP research (Farwell et al., 2013, 2014; Farwell 
& Donchin, 1991; Farwell & Smith, 2001) in which BFP 
testing has reportedly produced zero classification er-
rors, and our findings constitute the first documented 
instance of BFP misclassifications.

The present results support the notion that ERP-based 
measures can achieve high levels of accuracy when both 
the P300 and LNP are analyzed. BFP analysis utilizing 
the P300 and late negative potential (“P300-MERMER”) 
has produced 0% errors and 0% Indeterminates in 

T A B L E  3   Summary of Brain Fingerprinting results for study 1

Incident Subject ID Ground-truth BFP determination
Bootstrapping 
probability (%)

Eiffel Tower L01 IP IPC 99.9

L02 IA IAC 92.6

L03 IA IAC 99.9

L04 IA Excluded (<100 trials)

Skidding L05 IP IPC 99.9

L06 IA IAC 95.9

L07 IA IAC 99.7

L08 IA Never participated

Casino L09 IP IPC 99.9

L10 IA IAC 95.9

L11 IA IAC 99.7

L12 IA Never participated

Red Convertible L13 IP IPC 99.9

L14 IA IAC 99.9

L15 IA IAC 99.9

Playing Pool L16 IP IPC 99.9

L17 IA IAC 99.9

L18 IA IAC 99.1

Drag Queen L19 IP IPC 99.9

L20 IA IAC 99.1

L21 IA IAC 99.9

LSD Rampage L22 IP IPC 99.9

L23 IA IAC 94.2

L24 IA IAC 96.0

Dog Whirlpool L25 IP IPC 99.9

L26 IA IAC 99.9

L27 IA IAC 98.3

L28 IA IPC
a 95.3

Four Wheel Driving L29 IP IPC 99.7

L30 IA IAC 98.2

L31 IA IAC 99.9

Note: The letter “L” preceding each subject number refers to “Real-Life” incidents.
Abbreviations: BFP, Brain Fingerprinting; IA, ground-truth Information-Absent; IAC, classified as Information-Absent by Brain Fingerprinting; IP, ground-
truth Information-Present; IPC, classified as Information-Present by Brain Fingerprinting.
aRed colored font shows a false positive classification.
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F I G U R E  1   BFP response waveforms 
of L22 in “LSD Rampage” (IP → IPC).

F I G U R E  2   BFP response waveforms 
of L24 in “LSD Rampage” (IA → IAC).

F I G U R E  3   BFP response waveforms 
of L28 in “Dog Whirlpool” (IA → IPC).
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previous studies (Farwell et al.,  2013, 2014). In con-
trast, previous BFP research utilizing the P300 only has 
demonstrated similar accuracy but resulted in some 
Indeterminates (Farwell & Donchin,  1991). The pres-
ent studies, analyzing the entire P300-MERMER epoch, 
resulted in one false positive in each of two studies, as 
well as three Indeterminates in Study 2. Our findings 
demonstrate that, subject to close adherence to 20SS, 

accurate detection of concealed information by Brain 
Fingerprinting can be achieved. However, our findings 
do not support claims from previous studies that BFP has 
no false positives and no Indeterminates (Farwell, 2009, 
2012; Farwell et al.,  2013; Farwell & Makeig,  2019). 
Therefore, our research hypothesis has not been sup-
ported. Notwithstanding, both of our studies support 
claims that BFP has no false negatives.

Incident
Subject 
ID

Ground- 
truth

BFP 
determination

Bootstrapping 
probability (%)

Flatmate Assault C01 IP IPC 99.9

C02 IA IAC 92.6

C03 IA IAC 99.9

C04 IA Excluded (<100 trials)

C05 IA Withdrew due to eye-fatigue

C06 IA Withdrew due to eye-fatigue

Armour Guard Heist C07 IP IPC 98.5

C08 IA IAC 98.4

C09 IA IAC 98.7

C10 IA INDa 53.7

C11 IA IPC
b 93.5

Robbery C12 IP Withdrew due to eye-fatigue

C13 IA IAC 99.9

C14 IA IAC 99.7

C15 IA INDa 67.5

C16 IA INDa 56.2

Revenge C17 IP Never participated

Note: The letter “C” preceding each subject number refers to “Real-Crime” incidents.
Abbreviations: BFP, Brain Fingerprinting; IA, ground-truth Information-Absent; IAC, classified as 
Information-Absent by Brain Fingerprinting; IND, classified as Indeterminate by Brain Fingerprinting; 
IP, ground-truth Information-Present; IPC, classified as Information-Present by Brain Fingerprinting.
aBlue colored font shows an Indeterminate classification.
bRed colored font shows a false positive classification.

T A B L E  4   Summary of Brain 
Fingerprinting results for study 2

F I G U R E  4   BFP response waveforms 
of C01 in “Flatmate Assault” (IP → IPC).
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F I G U R E  5   BFP response waveforms 
of C02 in “Flatmate Assault” (IA →IAC).

F I G U R E  6   BFP response waveforms 
of C03 in “Flatmate Assault” (IA → IAC).

F I G U R E  7   BFP response waveforms 
of C07 in “Armour Guard Heist” 
(IP → IPC).
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F I G U R E  8   BFP response waveforms 
of C08 in “Armour Guard Heist” 
(IA → IAC).

F I G U R E  9   BFP response waveforms 
of C09 in “Armour Guard Heist” 
(IA → IAC).

F I G U R E  1 0   BFP response 
waveforms of C10 in “Armour Guard 
Heist” (IA → Indeterminate).
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F I G U R E  1 1   BFP response 
waveforms of C11 in “Armour Guard 
Heist” (IA → IPC).

F I G U R E  1 2   BFP response 
waveforms of C13 in “Robbery” 
(IA → IAC).

F I G U R E  1 3   BFP response 
waveforms of C14 in “Robbery” 
(IA → IAC).
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Iacono (2008) stated that Guilty Knowledge Tests have 
false positive rates of 2%–5% but that this is common for 
other types of incriminating tests too. It has also been 
established that, even when administered properly, psy-
chophysiological memory detection techniques can result 

in false positives and that the scientific community still 
values P300-based tests over autonomic measures of guilt 
detection (Iacono, 2008).

It is notable that none of the former BFP studies 
(Farwell et al.,  2013, 2014; Farwell & Donchin,  1991; 

F I G U R E  1 4   BFP response 
waveforms of C15 in “Robbery” 
(IA → Indeterminate).

F I G U R E  1 5   BFP response 
waveforms of C16 in “Robbery” 
(IA → Indeterminate).

Incident Ground-truth
BFP 
determination

Bootstrapping 
probability (%)

Armour Guard Heist IA IPC
a 93.5

Robbery IA IPC
a 90.1

Stolen Dog IP INDb 72.6

Abbreviations: BFP, Brain Fingerprinting; IA, ground-truth Information-Absent; IND, classified 
as Indeterminate by Brain Fingerprinting; IP, ground-truth Information-Present; IPC, classified as 
Information-Present by Brain Fingerprinting.
aRed colored font shows a false positive classification.
bBlue colored font shows an Indeterminate classification.

T A B L E  5   C11's BFP determination 
for different incidents
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Farwell & Smith,  2001) reported subjects unable to sat-
isfactorily complete the BFP test. However, we had three 
such subjects in Study 2, all of whom could not complete 
BFP due to inability to control excessive blinking and/
or physical jitteriness. This is important as it reveals that 
some people are simply unable to satisfactorily meet the 
requirements of the BFP test.

Optimal signal conditioning is very important in ERP 
studies. Thus, poor/noisy EEG from some of our subjects is 
likely to be the cause of at least some of the unexpected clas-
sifications. A particularly striking example of this is Subject 
C11 in Study 2. Notwithstanding, it is difficult to explain 
why he was not classified as Indeterminate, nor how such 
aberrant-looking ERPs could be gained in three separate 
BFP tests from a subject who was so compliant and had no 
problem with excessive blinking or keeping still.

There is a notable difference between the Studies 1 and 
2 in terms of Indeterminate classifications (0 and 3, re-
spectively). It would appear that this reflects differences 

between the two study cohorts of university students ver-
sus parolees, although whether this, in turn, is a reflection 
of time in prison, personality, life-style, genetic, or other 
differences is unknown. It is also worth noting that the cor-
rectly classified subjects in Study 2 had fewer discarded tri-
als than other subjects. However, the behavioral accuracies 
were not significantly different across Study 2 subjects.

Further independent research designed to improve 
upon the relatively low ecological validity of the present 
study by utilizing a subject pool more representative of 
BFP's primary application target in the forensic field—
that is, crime suspects and persons convicted but main-
taining their claim of innocence—would be beneficial. 
The small number of parolees—especially only two IPs—
was a limitation of Study 2. However, we wish to empha-
size that, unlike previous BFP studies, the subjects in this 
study were real-life convicted criminals. We found it chal-
lenging to find and recruit parolees with dangerous crime 
histories who were willing to participate in tests on their 

F I G U R E  1 6   BFP response 
waveforms of C11 in “Robbery” 
(IA → IPC).

F I G U R E  1 7   BFP response 
waveforms of C11 in “Stolen Dog” 
(IP → Indeterminate).
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own crime incidents and be compliant with experimental 
protocols. Despite these difficulties, we consider Study 2 
was an important step toward determining BFP's efficacy, 
limitations, and potential in the forensic field.

There is another dimension in the testing of parolees. It 
might be considered that there is little value in determining 
the presence of information in criminals who have already 
confessed, completed their time in prison, and for which 
there are no further consequences. We recognize this but, as 
BFP has not been established as a robust forensic tool, this 
population was chosen due to their possessing many of the 
sociopathological, psychopathological, life-style, and other 
characteristic traits of the suspects and criminals for whom 
forensic brainwave analysis will be a primary target.

4.1  |  Limitations

We previously mentioned the small sample size in Study 
2 as a limitation. It should also be acknowledged that the 
BFP software does not provide data on baseline correc-
tion, eye-movement correction, correction for amplifier 
drift, flatlining, pre-stimulus activity, etc. We suggest that 
the algorithm should be improved so these data can also 
be analyzed and reported in future studies.

It must be emphasized that the current studies were 
conducted with a test protocol which is critically different 
to that needed in real-world application of BFP/FBA. In 
the latter crime-detection setting, information would be 
gathered from a crime scene and the critical stimuli for-
mulated based on that (i.e., not narrated to the testers by 
a subject). This also means that the information confirma-
tion procedure would not be needed or valid in a real-life 
setting. Once the BFP test stimuli and questions are devel-
oped, all suspects are examined and BFP determinations 
of their IP or IA statuses are made. Notwithstanding, the 
stories told to the testers by Study 2 subjects were corrobo-
rated with the police records to ensure the accuracy of in-
cidents. These were real-crime incidents but the procedure 
was kept similar with Study 1. Real-life crime-detection 
testing using information directly from the crime scene or 
the criminal crime records could be conducted in the fu-
ture once the current BFP protocol is well established and 
the previously mentioned limitations are addressed.

Former BFP studies, including Farwell et al.  (2013), 
promised incentive to their subjects in case they could ren-
der the BFP ineffective, or they were motivated because 
of facing legal consequences due to criminal offenses. It 
could be considered a limitation that our subjects did not 
have such high motivations. However, the fact that these 
subjects were happy to volunteer to participate shows that 
they were motivated to participate and follow the instruc-
tions. Provision of further motivation to subjects will be 

considered in future studies. Notwithstanding, in real-
world forensic applications, BFP's classification needs to 
be independent of a subject's level of motivation; achieve-
ment of an acceptable level of behavioral accuracy should 
be all that is required for BFP accuracy to be valid.

Lastly, another limitation in Study 2 was that, follow-
ing subject withdrawals and exclusions, there was a sub-
stantial imbalance between the two IP subjects and the 10 
IA subjects.

5   |   CONCLUSION

The “Brain Fingerprinting” technique is built on a solid 
theoretical framework of phenomena that have been 
widely supported in the scientific literature. However, the 
efficacy of Brain Fingerprinting has been cast into doubt, 
in part due to a lack of independent validation of the tech-
nique. The present two independent studies demonstrate 
high accuracy in detection of concealed knowledge with 
BFP in a non-field context. However, our findings do not 
corroborate the 100% accuracy achieved by prior (non-
independent) research. The present findings also include 
the first documented false positives and Indeterminates in 
the literature of Brain Fingerprinting with the full 1800-
ms ERP (“P300-MERMER”), despite rigorous adherence 
to the 20 Brain Fingerprinting Scientific Standards. In ad-
dition, we also identified that Brain Fingerprinting is not a 
viable test for everyone, especially persons unable to sup-
press excessive eye-blinking. Notwithstanding, it is impor-
tant to note that there were no false negatives.

Further investigation using forensic contexts would 
lend more clarity regarding the accuracy and applicability 
of Brain Fingerprinting testing. Overall, we conclude that 
BFP is not yet at a stage at which it can be used as a robust 
and completely accurate crime-detection tool. However, we 
suggest that forensic brainwave research should continue 
in order to address the problems we have identified, as this 
technology has the potential to be developed into a powerful 
new tool in forensic investigations and related applications.
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